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Abstract—Recently, security of cognitive radio (CR) is becom-
ing a severe issue. There is one kind of threat, which we call
greedy spectrum occupancy threat (GSOT) in this paper, has
long been ignored in previous work. In GSOT, a secondary user
may selfishly occupy the spectrum for a long time, which makes
other users suffer additional waiting time in queue to access the
spectrum and leads to congestion or breakdown. In this paper, a
queueing model is established to describe the system with greedy
secondary user (GSU). Based on this model, the impacts of GSU
on the system are evaluated. Numerical results indicate that the
steady-state performance of the system is influenced not only
by average occupancy time, but also by the number of users as
well as number of channels. Since a sudden change in average
occupancy time of GSU will produce dramatic performance
degradation, the greedy second user prefers to increase its
occupancy time in a gradual manner in case it is detected easily.
Once it reaches its targeted occupancy time, the system will be
in steady state, and the performance will be degraded. In order
to detect such a cunning behavior as quickly as possible, we
propose a wavelet based detection approach. Simulation results
are presented to demonstrate the effectiveness and quickness of
the proposed approach.

I. INTRODUCTION

Cognitive Radio (CR) is a promising technology that re-
lieves spectrum shortage problem, and there are many works
focus on this topic during these years [1]-[5]. However, the
security issues of CR cannot be neglected. These issues have
received increasingly attention recently. Surveys about it can
be found in [6]. Ever since the security of CRN has been paid
attention, there has been a large number of works focus on
two kinds of attack, i.e. primary user emulation [7]-[9] and
false report in cooperative spectrum sensing [10]-[13].

But there is another threat in cognitive radio networks
(CRN) that must never be ignored, which we call Greedy
Spectrum Occupancy Threat (GSOT). In CRN, if there are
more secondary users than available channels, a problem may
arise. Secondary users have to queue to access the channels. So
they are supposed to immediately release the channels when
they finish transmission. Thus, users behind would have the
opportunities to access the networks. However, a smart GSU
may find out the truth that if it vacates the channel, it would
queue again when its next transmission task comes. This user
is not willing to bear long-time waiting. So it comes up with
a strategy. It occupies the channel for a longer time in case
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Fig. 1: An illustration of the greedy spectrum occupancy threat to CRN.
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it has another communication demand during this period. The
greedy behavior would degrade the performance of CRN, i.e.
additional waiting time for normal secondary users (NSUs)
and congestion for the system. What’s worse, suppose the user
is not only a GSU but also a malicious one, the networks can
be attacked by means of long term occupancy in an intentional
manner. Such attack poses great threat to the system, and lead
to breakdown of the networks. This threat, to some extend,
is similar with Denial of Service (DoS) attack in computer
networks. Both of them target to exhaust the resources.

The GSU can be very intelligent that it stealthy and
deliberately increases the occupancy time in a slow pace,
which makes naive central control node get used to this slow
change gradually and makes it difficult to discover anomalous
user. Once it reaches its targeted occupancy time without
discovered, the system would be in steady state and other users
would have to be subjected to long-term negative influence.

To the best knowledge of us, there is little study on greedy
spectrum occupancy threat in cognitive radio networks. In
reference [14], the authors presented a kind of selfish attack
which enabled selfish attackers to occupy all or a part of
the available channels. Although both of us defined selfish
or greedy occupancy threats, the two threats are different
from each other. That is because in [14], selfish user at-
tacked networks by sending fake PU (primary user) signals
or broadcasting fake channel allocation information. These
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attacks, actually, are similar with PUE attack and false report
attack in cooperative sensing respectively, and are totally
different from our threat model. Nevertheless, the greedy
spectrum occupancy is indeed a critical threat in CRN which
is necessary to be studied.

In this paper, we treat this CRN as a queueing system.
The queueing process is established through state-transition-
rate diagrams. We analyze the steady-state performance of
the system using average queue size and waiting time. Three
factors, which are average occupancy time of GSU, number
of channels and number of users, are taken into account
to investigate impacts of GSU on the system. In order to
detect the stealthy threat as quickly as possible, we propose a
detection strategy based on wavelet. Wavelet transform is used
in signal processing traditionally, and has been confirmed that
it applies to detecting similar threat in [15].

II. SYSTEM MODEL
A. CRN model without GSU

The system is illustrated in Fig.1. It contains m secondary
users and c licensed channels, where m > ¢. We assume all of
the channels are identical. A centralized system is considered,
where there is a control node which manages the spectrum
access. When channels are not occupied by primary users,
control node would notify the SUs. SUs who need to transmit
information queue up to use the resources in sequence. After
finishing transmission, SU vacates the channel. And the first
one in queue replaces it. When this retiring user wants to
access network again, it is supposed to queue again.

We model the traffic as two Poisson processes. The arrival
traffic of each second user is modeled as a Poisson process
with average arrival rate A;. That is to say, interval time
of adjacent arrival is negative-exponentially distributed with
expectation 1/A;. Similarly, departure of each user is modeled
as the same process with average service rate ;.

B. Threat model

We model the traffic of GSU as Poisson processes. The
arrival traffic is modeled as a Poisson process with service
rate Ao, and departure is modeled as a Poisson process with
service rate o, where po should be lesser than py (Fig. 1).

A sudden change in po would cause an obviously perfor-
mance degradation, and the control node can easily detect the
threat. So the smart GSU comes up with a stealthy strategy
that increases the average occupancy time in a slow pace.
We assume the strategy is launched by GSU who starts its
greedy behavior with an initial mean occupancy duration
t(s) = 1/p1, which is same with that of NSUs. Then it
periodically increases current average occupancy time slowly
following 7 = t"~! + At, where At is the increment of
mean occupancy time at each variation period. We assume the
GSU holds mean occupancy duration in the period of every
N access times. The GSU can take a large N and small At to
obtain long term benefit as well as hide its greedy behavior.
Since the greedy behavior produces adverse impacts on system
performance gradually, a quick detection is of badly need. And

mi, (m-1)Jq (m-c+1)Aq (m-¢)i,

2m cpy cpy cpy

Fig. 2: State-transition-rate diagram for the system with no greedy user.

as GSU is usually minority, for simplicity, we assume there is
1 greedy user in the system.

III. QUEUEING ANALYSIS
A. Queueing Modeling

We assume there are m secondary users and c idle channels.
Thus, it is an M/M/c/m/m queueing system.

1) System without GSU: Number of users in queue and
under service (IQ&US) is regarded as the state of the sys-
tem. The state-transition-rate diagram is established as Fig.2.
Probabilities of steady state are calculated as [16]

(327 () Po,

P = RSN
! {Pj:(ii)](j)ﬁ!

Moreover, the sum of each steady state equals 1. Therefore,
all of the steady-state probabilities can be obtained.

2) System with GSU: The state-transition-rate diagram that
characterizes this scenario is depicted in Fig.3. The existence
of GSU makes state transition of the queueing system more
complex. Whether there is GSU IQ&US and which position is
the GSU located in the queue pose significant influence on the
queue system. Each state is denoted as (k1,k2,k3). k1 indicates
how many users (including NSUs and GSU) are IQ&US. ko
implies whether the GSU is IQ&US, where ks equals O or 1.
ks = 0 means GSU is not IQ&US and otherwise, ko = 1.
The value of k3 depends on the value of ks. When ky = 0, k3
can only be valued as 0. If ko = 1, k3 represents the location
the GSU at, and it can be valued from O to m — c. That k3 is
valued from 1 to m — ¢ indicates which position is the GSU
located in the queue. When k3 = 0 and k5 = 1, it implies that
the GSU is under service.

In Fig.3, arrowed segment represents state-transition direc-
tion. And each segment is tagged transition intensity. The
vertical dashed lines which connect states of row 1 and that
of row 0 also indicates state-transition direction. We call the
system is at state (x,y) if the state is at row « and column y.

Based on this diagram, we can compose a transition in-
tensity matrix A. Then, we have ITA = 0, where II is the
steady-state probability vector contains all of the states.

0<j<ec

1
cr1<j<m. P

Cc_jpo,

B. Average Waiting Time and Queueing Size

In queueing analysis, we intend to find out how the GSU
degrades performance of the systems. Average waiting time
and average queueing size are good indicators of performance.

1) System without GSU: Average queue size is:

Ny=> (j—c)P;. )
j=c
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Fig. 3: State-transition-rate diagram for system with one greedy user.

In order to obtain the average waiting time, we first give the
following lemma. And we omit proof due to limited space.

Lemma 1. Let P;~ represent there has been j users IQ&US
when a user is going to join the queue. Then we have [17]

pj—:n’:__]‘gpj,j:0,1,2,-.-,mf1, 3)
where N is average number of users IQ&US.
The average waiting time in queue follows:
m—1 o4l
W, = ; b (4)

2) System with GSU: Average queue size is computed as:

_ m—1 m—1
Ny = Z Poj(j—c)+ Z Paj(j—c+1)
j=c+1 Jj=c
m—c+1 m-—1 (5)
i=2  j=itc—2

where P ;), F(1,5) and P; ;) represent steady-state probabili-
ties in Fig.3. When calculating the average waiting time, there
are 4 different cases to be considered: 1) case 1, there is no
GSU IQ&US and an NSU is going to join the queue; 2) case
2, there is no GSU IQ&US and a GSU is going to join the
queue; 3) case 3, there is a GSU under service and an NSU
is going to join the queue; 4) case 4, there is a GSU in queue
and an NSU is going to join the queue.

We derive each case’s averaging waiting time and we obtain:

PA =

Jr

_|_
case 1:
case 2:
case 3:
where
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1 .
a) J=Cc— 1
Tjy=4 2 : 13
s { wiy + Ty, J=¢ (13)
1 ) — 1
ey = Ly Ut Dme g e gy
a acpiy a
a=(c—1pu + p2, (15)
case 4:
Py = PA : (16)
B m—c m-—2 i1
Waw =20 2 o=+ TPy (D
i=2 j=ite—2
where
1 . .
P a’ j=t+c—2
Ti = { uj1y +vl_1y2), j=zit+e—1 (18)
1 — 1 — 2
T e T
a acpiy a
P(B,g)u (oj (2) P(]J)@), P( j)(4) are derived with sim-

ilar approach in the proof of Lemma 1. And average waiting
time in queue W W, o)+ Wq(Q) + W) + W, a(4)-

IV. QUICK DETECTION SCHEME

A simple and intuitive idea of discovering threat is to check
the variation of the average occupancy time of each user. If one
of the user’s average occupancy time grows, a GSU is possible
in the system. However, GSU’s attack behavior we proposed
is unnoticeable. The simple and intuitive idea is not efficient,
which will be demonstrated in Section V. In order to quickly
identify abnormality in system, we leverage wavelet analysis
due to its sensitivity to slight change. 1-level Daub4 [18]
transform in Discrete Wavelet Transform (DWT) is introduced
in this paper. It is a simple and effect approach for detecting
gradual changed signal confirmed in [15] by comparing Daub4
approach with Hellinger distance (HD) approach.

The average occupancy time of j-th user in a certain time
period is denoted by S;. Then the input sampling signal S
is defined as (S1,S5%,...,.5;). Daub4 decompose S into an
approximation subsignal A and a detail subsignal D. We
examine the ratio of energy corresponding to D for detection.
The scaling numbers in Daub4 are shown as belows:

1+\f 3+\f 3—\/5 1f\/§
TR T e T A 4\/(520;

With these scaling numbers, we obtain scaling signals:

Vi = (a1, 02, a3,04,0,0,...,0)

V2 = (0,0,0[1,0&2,0[3,0[4,0,0, 70)

: (21)
Vi1 =(0,0,...,
Vi = (a3, 04,0,0, ...

07 ay, 2, (g, 014)
) 07 aq, 0(2) .
The wavelet numbers are related to the scaling numbers by

equations: 1 = ay, s = —as, 3 = ag, 4 = —ay. Daub4
wavelets follows:

Wl = (517ﬁ23537ﬂ430707’“70)
W2 = (050761”62753”/847070’ ,O)

: (22)
Wl/2—1 = (0707 "'70751762a537ﬂ4)
Wl/2 = (635647()’0) "'aoaﬁlaﬁ2)-
Then, we have
Z ZSkm oy J L2, (23)
=1 k=1
D; Z ZSkWM))Wm, jef{l,2,.,0}, (24

i=1 k=1

which are named approximation signal and detail signal re-
spectively. The ratio of energy corresponding to D is

lA D. 2
’f'd: Ej:l( ]) . (25)

=1 (49 + 5 (D))

When there is no GSU, the system operates in a steady way,
and ¢ keeps low. Once a user becomes greedy, r? will have
a rapid increase. That makes it possible to discover whether
there is a GSU.

A threshold A is required to be determined. If ¢ is greater
than h, the system is assumed to be affected by the GSU and
otherwise, there is no GSU. We define a dynamic threshold
through Exponential Weighted Moving Average (EWMA) in
a similar way of reference [19].

As is defined in EWMA, R | = (1—a)R% + ar,, where
R4 41 and R represent estimation value 7 of current and next
detection round. Let s,, measure how much the estimated value

R? deviates from the actual value 7, i.e. s, = ‘R;{ - rn‘.
And we estimate deviations S, 1 as follows:
Sp+1 = (1= B)S, + Bsn. (26)
Then the estimate threshold is defined by
R = AR + puS,,. (27)

«, B, A and p are alterable parameters. Meanwhile, we fix
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Fig. 5: Average waiting time W, versus number of users m with different
number of channels c.

the threshold once r? is greater than it until % reaches below
the threshold again.

V. SIMULATION RESULTS
A. Performance Degradation with GSU

In this subsection, we present simulation results for perfor-
mance of the system with GSU. It is evaluated by average
queue size and waiting time in queue. The data is analyzed
through Matlab. We set average and departure traffic of each
NSU to 0.5 (i.e. Ay = 0.5, pg = 0.5).

1) Occupancy Time of GSU: We first study how occupancy
time of GSU influences the system. Fig.4 reflects average
queue size N, and waiting time W), versus 1/ respectively,
where 1/o varies from 2 to 150. It is easy to understand that
Nq and Wq grow with increase of 1/uo. However, we can
find out that in rapid increasing region, the values rise rapidly,
but they increase gradually in gradual increasing region. An
explanation of this is that if the average occupancy time is long
enough (i.e. in gradual increasing region), one of the channels
can be viewed as exclusive channel of GSU, and other users
have little chance to access this channel. This makes NSUs
use other channels with a relatively high probability, and the
average waiting time remains nearly stable when 1/ps grows.

Comparing these two figures, we discover that the curve
of average queue size and waiting time follows similar trend.
However, the average waiting time is more susceptible to the
increasing 1/p9 than average queue size.

—
W

c
(b)y m=17

Fig. 6: Average waiting time Wy versus number of channels ¢ with different
number of users m.

TABLE I: 7% and # around the moment the threat is injected.

period 38 39 40 dp
r4(x10~3) | 0.0181 | 0.0059 | 0.0070 1.1
t 2.2520 | 2.1765 | 1.8606 | 6.2032

2) Number of users and channels: Fig. 5 illustrates the
variation tendency of average waiting time in accordance with
number of users m. When there is only 1 available channel
(Fig. 5 (a)), the trend of Wq is like a straight line, while when
c is bigger (Fig. 5 (b)), W, grows in an exponent-like trend.
When observing these two figures, we find that the difference
between W, in case with GSU and that in case without GSU
increases with m growing, and When m is larger, the rise
speed of W, is faster. These results implies: 1) large amount
of users will badly affect performance of the system. When
the number of m is larger, impacts on the system induced by
GSU are more obvious; 2) number of channels ¢ is also a
significant factor to the performance.

In Fig. 6, it is obviously that the difference between Wq in
case with GSU and that in case without GSU decreases with
¢ growing or m — c¢ droping. When c is larger than 6 and
12 respectively, the average waiting time is nearly to 0. That
means if number of available channel is large enough, GSU
could produce little influence on the system.

Consequently, the performance is a comprehensive result of
the three factors in the system with GSU.

B. Threat Detection

1) Detection of Sudden Threat: We first verify the validity
of the proposed scheme in detecting traditional sudden threat,
where GSU’s average occupancy duration suddenly rise at the
very beginning it becomes greedy. 1/us is set to 20 and the
threat last for 30 detection periods. In each sampling period,
control node records 100 occupancy times of every user. We
set o, B, A and p to 0.1, 0.25, 10, 1 respectively. Fig. 7
illustrates the fluctuation of 7% versus sampling period. When
the threat is injected (40th sampling period), the curve presents
a step response. If the threat is end (70th sampling period), the
curve returns to a low value. This indicates that our approach
has desirable performance in detecting traditional threat.
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2) Detection of Stealthy Threat: The smart GSU prefers to
gradually increase its average occupancy time for the reason
we mentioned before. We inject a stealthy threat, where the
GSU gradually increases its occupancy duration as Section
II-B describes. We set At to 1 per variation period and
N = 100. At the 41th sampling period, the threat begins.
We can find in Fig. 8 that the curve displays a sharp rise
in a short time. After only 3 sampling period, the detection
value 7% exceeds the threshold, and the threat in the networks
is detected (dp is detected point in Fig. 8). We compare this
approach with the simple and intuitive idea of detecting threat.
This idea just checks the trend of average occupancy time.
When it turns to be longer than previous average time and
exceeds a threshold, we will consider the system is under
threat. Table I presents the value of ¢ and average occupancy
time ¢ around the moment threat is injected through simulation.
We find at the moment the threat is detected by our proposed
approach, 7% is nearly 60 to 180 times larger than that before
threat, while ¢ grows to 6.2032, which is only 3 time to that
before threat. Moreover, average occupy time in a sampling
period is fluctuant. So the deviation is inconspicuous and the
method is not a effective one. Overall, wavelet transform is
more sensitive to imperceptible changes and the proposed
approach is an effective way in detecting stealthy threat.

VI. CONCLUSION

In this paper, we presented greedy spectrum occupancy
threat in CRN, which had long been ignored previously. A

queueing model was established to describe the system with
greedy secondary user. With numerical approach, we evaluated
the impacts of greedy secondary user on the system. Results
revealed that the performance is a comprehensive result of
three factors: average occupancy time, number of users and
number of channels. In addition, a detection approach based
on wavelet was proposed. Simulation results showed that our
method was effective to detect threat. Our future work will
consider the case where there are more than one GSUs and
the punishment to GSUs will be also taken into account.
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